








Mobile permissions findings

The CyRC used Black Duck to examine the mobile permissions tied to top Android applications. The team first reviewed the
average number of permissions required of a user, per application, both by category and as a whole. The CyRC then looked
at specific applications with results that were outside of that average number by more than two standard deviations. Special
attention was given to those that asked for significantly more permissions than the average application.

The average number of permissions for all categories was 18. FSI apps had a higher-than-average number of permissions.

* Budgeting apps: 26 permissions on average
* Payment apps: 25 permissions on average
* Banking apps: 25 permissions on average

Key takeaways

The results uncovered by Black Duck Binary Analysis point toward the reality that we should not assume FSI applications are any
more secure than applications across other verticals.

Paired with this discovery is the fact that most of the vulnerabilities and risks found in this analysis are either preventable or
easily remedied. This lack of remediation can be blamed on a failure to implement robust application security practices and
tools.

Solutions like Synopsys Black Duck software composition analysis and Black Duck Binary Analysis keep security teams informed
of open source vulnerabilities, potential instances of information leakage, and mobile permissions data. Armed with these tools
and the insights they provide, teams can take informed actions and help ensure application security.

To learn more about Black Duck Binary Analysis, visit our website.

To learn more about our complete findings, read the full report, “Peril in a Pandemic: The State of Mobile Application Security
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Synopsys helps development teams build secure, high-quality software, minimizing risks while
maximizing speed and productivity. Synopsys, a recognized leader in application security,
provides static analysis, software composition analysis, and dynamic analysis solutions that
enable teams to quickly find and fix vulnerabilities and defects in proprietary code, open source
components, and application behavior. With a combination of industry-leading tools, services,
and expertise, only Synopsys helps organizations optimize security and quality in DevSecOps
and throughout the software development life cycle.

For more information, go to www.synopsys.com/software.
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