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Open source in commercial codebases

Modern software development involves assembling software parts and pieces from a variety of sources. These parts and pieces
may be third-party commercial code, proprietary code, or open source code. If software development is like putting puzzle pieces
together, open source represents an ever-growing and important part of that puzzle. So lawyers need to be aware of all the
potential risks that come with using open source components in a commercial codebase if they are to advise their clients and
protect them from those risks.

Each year, the Black Duck Audit Services team at Synopsys conducts open source audits on thousands of applications for its
customers—primarily in conjunction with M&A transactions. Published in the annual Open Source Security and Risk Analysis

(OSSRA) report, the latest analysis examines findings from the anonymized data of the thousands of codebases audited last
year over hundreds of transactions.

More than 95% of the audited codebases
in the OSSRA report contained open source.

As suggested by the results of the OSSRA report, the reuse of open source in software development is a good thing. Repurposing
open source code allows software developers to move fast and avoid cost. By using open source in software development,
organizations can perform three functions simultaneously:

* Reduce cost

» Develop better features

» Accelerate development timelines

Otherwise, it's difficult to improve all three aspects at the same time.

Costs of open source use

Although open source is free of acquisition cost, it is not free of management cost or risk. Critically, those reusing open source
must confirm initially, and on an ongoing basis that:

1. The way they are reusing open source complies with the governing open source license.
2. The open source they're using does not contain any known security vulnerabilities.

A real challenge arises in managing these risks at an enterprise scale and pace. Developers are encouraged to reuse open source
to do their jobs better, faster, and cheaper. However, management and legal visibility into what open source developers are using,
as well as where and how they're using it, is often lacking. It follows that automated tools for identifying and tracking any open

source being reused by an organization have become an indispensable part of a meaningful open source management program.

More than 85% of audited codebases had license conflicts.

Open source license compliance is a matter that many lawyers have been exposed to at some point, but for some, it remains
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Synopsys provides integrated solutions that transform the way you build and deliver software,
accelerating innovation while addressing business risk. With Synopsys, your developers can
secure code as fast as they write it. Your development and DevSecOps teams can automate
testing within development pipelines without compromising velocity. And your security teams
can proactively manage risk and focus remediation efforts on what matters most to your
organization. Our unmatched expertise helps you plan and execute any security initiative. Only
Synopsys offers everything you need to build trust in your software.

For more information, go to www.synopsys.com/software.
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