




https://twitter.com/SW_Integrity
https://www.facebook.com/SynopsysSoftwareIntegrity
https://www.youtube.com/channel/UC0I_hKR1E-Ty0roBUEQN4Ww
https://www.linkedin.com/showcase/7944784/
http://www.synopsys.com/software
https://en.wikipedia.org/wiki/Application_programming_interface
https://en.wikipedia.org/wiki/Application_programming_interface
/software-integrity/solutions/by-security-need/mergers-and-acquisitions.html
/software-integrity/solutions/by-security-need/mergers-and-acquisitions.html



https://twitter.com/SW_Integrity
https://www.facebook.com/SynopsysSoftwareIntegrity
https://www.youtube.com/channel/UC0I_hKR1E-Ty0roBUEQN4Ww
https://www.linkedin.com/showcase/7944784/
http://www.synopsys.com/software
/software-integrity/solutions/by-security-need/compliance.html
/glossary/what-is-web-application-security.html

Real-world leaky API
examples

» Salesforce had a REST API that
leaked Marketing Cloud data
for six weeks, but they weren't
logging API calls, so they don't
even know how many users
were affected.®

* Google+, the failed social
network, leaked the names,
email addresses, ages, and
occupation data of over 52
million users through its API for
six days. In the end, fixing the
leaky APl was so difficult Google
decided to discontinue the
service instead.*

Real-world operational/
business risk examples

* When Spotify determined
that SpotLister, a third-party
playlist curator, had violated its
terms of service, it deactivated
SpotLister's API key, forcing the
service to shut down.®

* When Twitter modified one
API and deprecated another
without releasing details about a
replacement, Favstar, a third-
party Twitter tracking service,
had to shut down.®

Data privacy risk

When considering the data privacy risk that web services and APIs pose to

returned data, organizations should focus on incoming sensitive data, personally
identifiable information (PII), and other data subject to data protection requirements.
That's because some companies seem to treat data differently—or worse, fail to
acknowledge its arrival—if it comes through the API side door versus the front door,
where it would be subject to rigorous quality, safety, and security requirements
before being accepted into a database. Because developers can use an API without
the manager’s or security team's knowledge, it's possible that the right people have
not read the terms of the APl agreement and do not know what data the APl is
returning.

Another risk to data privacy that APl use can exacerbate is inadvertent data
mashups, where the system combines API-returned data with other anonymized
user data. When the API-returned data is linked to this anonymized data, someone
may be able to deanonymize the aggregate data set and draw inferences about
users that they are not allowed to.

Yet another risk to data privacy exists externally in the geographic locations where
web services and APIs are physically situated. APIs are worldwide, so before a
company uses one, they must understand where their data is going. Depending
on the regulations of the jurisdictions where business is conducted, transmitting,
receiving, storing, or processing data could violate the law (e.g., GDPR in the
European Union).

To this point, our discussion of data privacy risks has concerned consuming API
data. There is also a data privacy risk posed by publishing leaky APIs. An exposed
public API that leaks may be inadvertently providing data to anyone interested in
skimming it. To prevent this, APl users must be certain that the data destination and
method of transmission are secure, because senders are responsible for the data
they send.

Operational/business risk

When a company uses a web service or API in an application, they've created an
operational dependency. Typically, there are no SLAs or guarantees when it comes
to web services or APIs, constituting an operational and business risk. So an
acquirer will want to ensure there is a contingency plan and/or set of redundant
services in place in case the primary web service becomes unavailable for any
reason.

And what happens if a large, well-resourced company acquires an organization
that uses APIs supplied by direct competitors? Will the competitors shut down the
APIs the acquisition depends on? What does this uncertainty do to the business?
This potential disruption represents a business continuity problem and challenges
the ability of smaller businesses to continue as a going concern. Keep in mind that
the web service and API provider can suspend, terminate, or change the terms of
access to the APl at any time.
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Synopsys helps development teams build secure, high-quality software, minimizing risks while
maximizing speed and productivity. Synopsys, a recognized leader in application security,
provides static analysis, software composition analysis, and dynamic analysis solutions that
enable teams to quickly find and fix vulnerabilities and defects in proprietary code, open source
components, and application behavior. With a combination of industry-leading tools, services,
and expertise, only Synopsys helps organizations optimize security and quality in DevSecOps
and throughout the software development life cycle.
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