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Consumers
For organizations that are end users of a cyber product, the immediate need is to detect the presence of potential breaches. This 
is particularly important if your organization has been directly impacted by recent attacks. Next, engage in a risk discovery and 
framing exercise, following frameworks outlined by international standards bodies. These activities can include:

•	 Discovering potentially high-risk systems

•	 Evaluating the vendor(s) of those systems’ security programs

•	 Conducting risk assessments on the individual deployments of those systems

•	 Developing vendor requirements based on industry guidance

•	 Developing technical, legal, and governance controls based on analysis findings

•	 Working with vendors to verify attestation and maturity evolution in supply chain security requirements

Producers
For organizations that supply cyber products to consumers, the immediate need is to investigate individual codebases to ensure 
that no unintended functionality has been included in current builds or deployments. Then, a similar path of risk management 
and framing exercise should occur in accordance with standard frameworks outlined by international standards bodies and 
industry leaders. These activities can include:

•	 Discovering potentially high-risk systems with attractive functional profiles

•	 Conducting vulnerability and risk management evaluations on development pipelines

•	 Developing technical and organizational controls to address risk

•	 Conducting an evaluation of the software development life cycle (SDLC) consistent with reducing the potential for vulnerable 
or compromised code

•	 Conducting risk management activities on system delivery and/or deployment frameworks

•	 Developing additional controls in response to discovered risks

•	 Managing vendor risk for integrated third-party components

Overall, your efforts should focus on two basic questions related to strategic and tactical goals:

•	 Am I the victim of a current attack?

•	 How do I mitigate the risk of a supply chain attack?

Background
In December 2020, it was revealed that malicious code inserted into the SolarWinds Orion platform had compromised the 
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This paper is not intended to be a reference for details of the attack. The techniques, tools, and processes (TTPs) used by the 
attackers are still evolving at the time of this writing, with major revelations coming as recently as mid-January 2021. These 
TTPs are not necessarily new; however, they were crafted with diligence, intent, and possibly insider knowledge of SolarWinds 
processes and pipeline.

For up-to-date information on the attack itself, please consult the following resources:

•	 FireEyeF4nsult the following resources:
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https://www.fireeye.com/blog/threat-research/2020/12/evasive-attacker-leverages-solarwinds-supply-chain-compromises-with-sunburst-backdoor.html
https://www.crowdstrike.com/blog/sunspot-malware-technical-analysis/
https://www.solarwinds.com/securityadvisory
https://www.cisa.gov/supply-chain-compromise
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/software-integrity/resources/analyst-reports/security-controls-supply-chain.html
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