Ensure the safety,
reliability, and security
of software written in
C++14

AUTOSAR 19.03

The AUTOSAR R19-03 standard
provides guidelines for the use of
the C++14 language in critical and
safety-related systems. Tables 1 and
2 show Coverity coverage of these
rules (both required and advisory).
Not all rules are supported, as some
are not statically verifiable.

Overview

According to the AUTOSAR website, “The AUTOSAR partnership is an alliance of

OEM manufacturers, Tier 1 automotive suppliers, semiconductor manufacturers,
software suppliers, tool suppliers and others. Considering the different automotive E/E
architectures in the current and future markets, the partnership established a de-facto
open industry standard for an automotive software architecture. It will serve as a
basic infrastructure for the management of functions within both future applications
and standard software modules.” The AUTOSAR standards are used in safety-critical
industries, such as automotive, with emerging applications in highly automated driving
and new connected automotive software systems.

Coverity® (version 2021.9.0 and later) supports the AUTOSAR Adaptive Platform 19.03
by providing checkers for statically verifiable rules of this standard.

Table 1
Percent
Category Supported Unsupported All coverage
Required 334 29 363 92%
Advisory 29 5 34 85%
All 363 34 397 91%
Table 2
. Percent
Automation type Supported Unsupported coverage
Automated 327 2 329 99%
Partially automated | 22 0 22 100%
Non-automated 14 32 46 30%
All 363 34 397 91%

Automation type definitions

Automated: These are rules that are automatically enforceable by means of static
analysis.

Partially automated: These are the rules that can be supported by static code analysis,
e.g. by heuristic or by covering some error scenarios, as a support for a manual code
review.

Non-automated: These are the rules where the static analysis cannot provide any
reasonable support by a static code analysis and they require other means, e.g. manual
code review or other tools.
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Rule Description Automation type Category Supported

A10-3-5 | A user-defined assignment operator shall not be virtual. Automated Required Yes
A10-4-1 Hierarchies should be based on interface classes. Non-automated Advisory No
A11-0-1 | Anon-POD type should be defined as class. Automated Advisory Yes
Al11-0-2 | Atype defined as struct shall: (1) provide only public data members, | Automated Required Yes

(2) not provide any special member functions or methods, (3) not be
a base of another struct or class, (4) not inherit from another struct

or class.
A11-3-1 Friend declarations shall not be used. Automated Required Yes
A12-0-1 If a class declares a copy or move operation, or a destructor, either Automated Required Yes

via “=default”, “=delete”, or via a user-provided declaration, then all
others of these five special member functions shall be declared as
well.

A12-0-2 Bitwise operations and operations that assume data representation | Partially automated | Required Yes
in memory shall not be performed on objects.

A12-1-1 Constructors shall explicitly initialize all virtual base classes, all direct | Automated Required Yes
non-virtual base classes and all non-static data members.

Al12-1-2 Both NSDMI and a non-static member initializer in a constructor Automated Required Yes
shall not be used in the same type.

A12-1-3y.e-3.083 Tde tc-1
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Rule
A25-1-1

Description
Non-static data members or captured values of predicate function

Automation type Category Supported
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