
Overview
Security teams working with organizations implementing cloud applications encounter several 
opportunities to generalize security controls. Whether the delivery model is infrastructure-as-
a-service (IaaS), platform-as-a-service (PaaS), or software-as-a-service (SaaS), Synopsys can 
provide guidance for implementing cloud applications with our Cloud Security Blueprints. A Cloud 
Security Blueprint is a consumable reference architecture with baseline security controls that can 
help guide development teams and systems integrators building or deploying cloud applications.

Synopsys Cloud Security Blueprints
Cloud Security Blueprints solve some of the more difficult security issues that organizations 
face when building cloud workloads. We deliver blueprints for the following areas:

Federation and 
identity management

Manage access with on-premises identity stores (e.g., 
Active Directory and Samba).

Continuous integration / 
continuous delivery (CI/CD)

Build secure CI/CD pipelines with Jenkins to a cloud 
provider’s scheduling and orchestration environment 
(e.g., Docker Swarm, Kubernetes, Mesos, and Nomad).

Container security
With the CI/CD pipelines above, create a secure pipeline 
for container scanning before deployment using Docker 
Bench, Aqua, Twistlock, Clair, and others.

Logging and monitoring
Monitor cloud and application workloads using logging 
and analysis tools.

http://www.synopsys.com
https://twitter.com/SW_Integrity
https://www.facebook.com/SynopsysSoftwareIntegrity
https://www.youtube.com/user/synopsys
https://www.linkedin.com/showcase/7944784/
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